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Force protection takes many forms. From left: (1) In the immediate aftermath of the Sept. 11 attacks, German Polizei helped secure U.S. military installations.
(2) A Navy SeaBee welds structural steel at the NATO School in Oberammergau. (3) Health maintenance is essential to the effort. (4) A German Bundeswehr
troop inspects a vehicle entering Garmisch’s Sheridan Kaserne. (5) A military working dog trains to augment security on area installations.

From THE EDITOR

Force protection takes many forms

Constant vigilance, commumnity involvement
crucial to threat deterrent effort

By Hugh C.McBride

ne moment in
the life of the
6th Area Support

Group:

m On Garmisch’sArtillery
Kaserne, aGerman contractor
works on a fence around the
Breitenau Housing Area.

m |n the Panzer Fitness
Center, a Marine pushes
through the final repetitions
of aworkout.

mOn PachBarracks amili-
tary spouse takes the family
dog out for alap or two around
theinstallation.

m In an office on Kelley
Barracks, acivilian employee
rolls her eyes and deletes an
email from her brother-in-law
entitled “Bill Gates wants to
giveyou MILLION$$$!”

m And somewhere be-
tween Patch and Robinson
Barracks, ashuttle bus driver
makes aright-hand turn.

The common thread that
unites each of these disparate
incidents? Force protection.

Onceupon atimeinthe American military, force protec-
tion policy could be rather neatly encapsulated in the rhym-
ing rejoinder emblazoned upon the World Wer 11-eraimage
that accompaniesthisarticle.

At atime when the enemy was “over there” —and the
distinction between friend and foe was a much clearer
one — operational security for most Americans could be
expressed in that time-honored exclamation of librarians
far and wide: “sshhh!”

More than 50 years and one long Cold War later, the
threat has become much moreinsidiousand the responsibil-
ity of all community membersto makeforce protection apart
of their everyday livesis even more essential.

This special edition of The Citizen was designed with
two purposes in mind: a practical one (to provide a “one-

Posters such as this and the ones on page 1
exhorted U.S. citizens to uphold operational
security during World War II.

The threat is
insidious, and
making force

protection a part
of our everyday
lives is essential.

stop shopping” handbook of
tips, suggestions and areas of
awareness for al community
members) and a philosophical
one (to emphasize not only the
degree to which force protec-
tion concerns permeate our
daily lives but aso the neces-
sity of every individud to ac-
tively participateinthe effort).

For those who still insist
that force protectionisbest left
to themen and women withthe
weapons at our installation
gates, | ask: Do you ever en-
gage in any of the following
activities?

m L og onto a government
computer?

m Shop, eat or just sight-
see “on the economy?”’

m Pay ahill with acheck or credit card?

m Drive to work — or take the bus?

m Walk on amilitary installation?

These arejust afew of the myriad everyday activitiesin
which force protection plays— or should play —arole.

Fromtaking alternateroutesfor regular travel, tofamiliar-
izing ourselves with the policies that govern use of govern-
ment computers, to being on the alert for anything “out of
the ordinary” in our neighborhoods, we need to incorporate
force protection into our lives both at home (wherever our
homes may be) and when traveling.

The pages that follow offer a glimpse into the state of
force protectionin the 6th ASG —what isbeing doneto keep
our installations and those who live and work on them safe,
and what needs to be done to maintain this security.

IN THIS EDITION

Page 1: Safety in troubled times
m World War II-era security reminders
Page 2: Introduction
m Loose lips can still sink ships
m Force protection photos
Page 3: Opinion
m Thorns ‘n Roses
m Security editorial
m “On the Street” — FP memories
Page 4: Neighborhood Safety
m Safe Neighborhood Awareness Program
m Glossary of FP acronyms
Page 5: Emergencies
m 6th ASG emergency cards
m Clip & save: phone numbers to know
m American Forces Radio
Page 6: Installation Security
m Installation Access Control System
m Robinson Barracks fence project
Page 7: Computers
m Preventing hacker attacks

m Computer user responsibilities
m FP on the Web

Page 10: Schools

m Keeping students safe and secure
Page 11: Children
m Coping with security-related stress

Page 12: Personal Safety
m Tips for travelers
m Blending in for safety
m Security at home

Page 13: Health

m Smallpox vaccine
m “Hooah 4 Health”

Page 14: Force Protection Quiz
m Are you up to the challenge?
Page 15: Kids’ Page

m Word games for the younger ones
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From community submissions

Roses to:
German Bundeswehr troopswho
have been providing force protection
on 6th Area Support Group installations
since the departure of Task Force Key-
stone. Your professionalism and devo-
tion to duty are greatly appreciated by
those you are here to protect.

Michelle Saylor and everyone else who was
involved in Stuttgart’s recent Health, Fitness and
Wellness Fair. The genuinely fun day was filled
with health-related tips and resources, and was an
excellent reminder that all force protection begins
with fit, healthy personnel.

All community members who have demon-
strated patience and understanding with the instal -
lation access control procedures and random
antiterrorism measures i mplemented throughout the
6th ASG. Waiting in line at the gate may not be the
best way to start one'sday, but your cooperation helps
to keep usal abit safer.

Thorns to:

Thedriver who hit my car Jan. 20 in front of the
Community Bank office on Panzer Kaserne. Some-
time between 8 am. and 4 p.m., you did extensive
damage to both side panels aswell as the back rim
— and then didn’t even have the common decency
to report the incident.

(If anyone has any information about this act,
please call 431-2436/civ. 07031-223-012.)

E-mail comments to citizen@6asg.army.mil or fax them to
421-2570/civ. 0711-729-2570.
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Security is everybody’ business

By Hugh C.McBride
Commentary

A few weeks ago, | compromised the security of Patch
Barracks.

Sure, putting two schools, a child development center,
Headquarters, U.S. European Command and thousands of
individuals at risk isn’'t something I’ m necessarily proud of,
but you've got to understand — to do otherwise would've
wasted at least five minutes of my precioustime.

The backstory

It was one of those bitterly cold German mornings that
can cause an Ohio boy to yearn for the relative warmth of
winter inthe Great Frozen Midwest.

Though atoasty interior was a tantalizing enticement, |
adhered to local law and didn’t attempt to start my trusty
Opel Vectrauntil | had scraped through the thick envel ope of
ice that had encased it overnight.

Imagine my disdain (frustration, tantrum, tirade) then,
when | discovered at the end of my labors that the subzero
temperaturesand afailing alternator had collaborated to, shall
we say, give my auto the morning off.

Faced with a 10-kilometer trudge to Patch Barracks, | in-
stead opted to take my bare-bones German language skills
out for atest run — and was actually successful at summon-
ing ataxicab to my off-post residence.

Eight minutesand 18 euroslater, | and my taxi wereinline
awaiting entry to Patch. As | watched the driversin front of
me hand identification documentsto the gate guards, though,
| realized withicy dread that thefrozen fingers of wintertime
were about to pull me back into their grasp...

The decision
Yes, just as feeling was finally seeping its way back to-
ward the tips of my toes, it dawned on me that | was being

driven by a person who was not in possession of the paper-
work necessary for unaccompanied access to the installa-
tion. Thus, | would either have to exit the cab and walk onto
Patch, or else sign the driver on, be delivered to my destina-
tion, and then walk to the gate at some later point to verify
that he had, indeed, exited Patch when he should have.

In other words, | was about to return to pedestrian-ville—
and on this morning, that was a cold and lonely place to be.

The gate

While mulling my optionsand cursing my fate, though, a
surprising thing happened. The guard at the gate checked
my ID, glanced at the driver’slicense, looked in the trunk of
the cab, and waved us through.

Two minutes later, | was in a warm building, waving a
quick thank-you to an undocumented individual who now
had unencumbered access to the installation.

The aftermath

Asmost readers are aware, Patch Barracks till stands.

| have not seen my cab driver’s mug shot on any CNN
Specia Reports (in fact, a few weeks later, he drove me to
Patch again —although thistime he had to get avisitor’s pass
at the gate), and I'm pretty sure he's not a threat.

In retrospect, even if a problem had occurred related to
histime on post, | could have responded in that most Ameri-
can of manners: “1t’s somebody else’s fault!”

Yes, a gate guard waved us through. (And no, my chauf-
feur didn’t turn out to be amember of aterrorist organization.)
But thefact remainsthat, inamoment of early-morning angst, |
“passed the buck” and | et someonewith auniform makeaforce
protection decisionthat | didn’t fed likedealing with.

Like most of life, force protectionis“won or lost” inthe
details: asking the“dumb” question, noticing the “innocent”
anomaly, making the “ unnecessary” extraeffort.

And, occasionaly, “wasting” the precious five minutes.

ON THE STREET

What is your most memorable
force protection moment?

Sgt. Pedro Rodriguez
(Provost Mar shal’s Office)
When someNationd Guard
guyssad “Man, what MPs
haveto ded with al day. We
don’'t know how youdoit.”

Sgt. GeneWatson
(554th Military Police Co.)
Every timel get told, “We
appreciate you,” even after
people have been sitting in
linewhilewesearch cars.

Pfc. Aaron Pepin Rainer Volkrodt
(554th Military Palice Co.) (Pond Security Service)
When aguy refused to A carload of high-ranking
show measecond ID, I told  officershadtowaitinline, but
him he' d haveto leave. Then ingtead of being angry, they

he produced a second form. sad they were grateful for us.

— Compiled by Maria Higgins and Melanie Casey

Kenneth Oshorne
(Provost Marshal’s Office)
Defending Aviano Air Base
from 3,000 peopletryingto
storm the gate after the 1998

gondola crash.

Pfc. Kenny L ott
(554th Military Police Co.)
During the holidays, when
people give us cards — and
little kids even give ustheir
McDonalds toys.

Sgt. Mark Reeves
(National Guard) (Army)

Spc. MikaGant

Four local nationalstried to
get on post by telling me
they had security guard
applications to drop off.

A woman who didn’t have
her 1D after walking her dog
wasamost intearswhen |
told her | couldn’t let her on.
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ForceE PROTECTION FACTS

Common force protection acronyms:
CAC

Thecommon accesscard (or “smart card”) isan integral compo-
nent of U.S. Army, Europe'sinstallation access control system (see
below). The identification card, which is em-
bedded with a computer chip, offers a
higher degree of security and account-
ability thanisavailablewith“regu-
lar” military 1D cards.

FPCON

For ceprotection conditions
are standardized identification
and recommended responses to
terrorist threats against U.S. per-
sonnel and facilities.

Four force protection condition lev-
elsexist above“Normal”:

m Alpha: Thiscondition applieswhen thereisageneral threat
of possibleterrorist activity against personnel and facilities, the
nature and extent of which are unpredictable, and circumstances
do not justify full implementation of higher measures.

m Bravo: This condition applies when an increased and more
predictablethreat of terrorist activity exists.

m Charlie: This condition applieswhen an incident occurs or
intelligence isreceived indicating some form of terrorist action
against personnel and facilitiesisimminent.

m Delta: This condition appliesin the immediate area where a
terrorist attack has occurred or when intelligence indicates that ter-
rorist action against aspecific location or personislikely. Normally,
thisforce protection condition is declared as alocalized condition.

IACS

Developedin coordination with the Defense Department’ sDefense
Manpower Data Center and 5th Signal Command, U.S. Army, Europe's
Installation Access Control System is an automated system that
employs “smart cards’ and handheld digital assistantsto movein-
stallation access control beyond areliance on printed ID material.

JSIVA

Beguninthewake of the 1996 terrorist attack on Khobar Towers,
Saudi Arabia, Joint Saff I ntegrated Vulner ability Assessmentsare
conducted worldwide to determine force protection vulnerabilities
and provide optionsto assist installation commandersin mitigating
or overcoming them.

SNAP

The Safe Neighbor hood Awar eness Program isaUSAREUR-
wide program similar to stateside “Neighborhood Watch” efforts.
For more about SNAPin the 6th ASG, look to your right.

Safe Neighborhood Awareness Program volunteer observers Colleen Aldridge and Dan Wall
patrol a Patch Barracks housing area Feb. 18. The 6th Area Support Group’s SNAP initiative
depends upon community volunteers to augment force protection on area installations.

USAREUR program helps
keep neighborhoods safe

Volunteers essential for SNAP success

Sory & photoby
Hugh C.McBride

esh air, free vaca

tions and the latest

in force protection

fashion — for community

members with a few spare

hours and a concern for in-

stallation safety, the Safe

Neighborhood Awareness
Program isthe placeto be.

A U.S. Army, Europe, un-
dertaking modeled after the
“Neighborhood Watch” pro-
gramspopular in many state-
sidecommunities, SNAPisa
volunteer-fueled effort to
augment on-post force pro-
tection troops.

Under the direction of
Coordinator Kaye Williams,
Stuttgart’s SNAP initiative
has been recruiting and train-
ing volunteer observersto be“extraeyesand ears’ on
Kelley Barracks, Panzer Kaserne, Patch Barracks and
Robinson Barracks since July 2002.

Though the program’s numbers have been steadily
increasing since then, Williams said she has plenty of
room for anyone who wants to help. “We're aways
looking for volunteers,” she said, adding that SNAP
observers—who work asmuch or aslittleasthey like—
can earn free USO tripsfor their service.

Any U.S. identification cardhol der over the age of
18 is eligible to become a SNAP volunteer, Williams
said. Once a“new recruit” has completed a two-hour
training session offered by the 6th Area Support Group
Provost Marshal’s Office, he or she can begin making
therounds as part of atwo-person observational team.

Armed with cellular tel ephones and report books

WARNING

NEIGHBORHOOD WATCH

Make neighborhood
safety a SNAP:

Promote a safe and
secure environment.

Report abandoned cars,
graffiti, vandalism.

Observe surroundings.

Teach others to be
aware.

® Emphasize good crime
prevention habits.

Common sense when
off-duty or traveling.

Talk to your neighbors
and get to know them.

source: SNAP Web site

(and adorned in eye-catching blaze orange safety
vests) SNAP teams are on the [ookout for events as
insidious as lurking strangers or innocuous as
burned-out lights.

Non-emergency issues (such aslighting) are noted
inreportsfiled withinstalation coordinators, while situ-
ations demanding a rapid response are brought to the
attention of the military police.

Volunteer Dan Wall said the program gives com-
munity members a great opportunity to make adif-
ference. “I got involved because | wanted to help
out,” he said. “It just seemed like agood idea.”

For more information call 421-2322/civ. 0711-729-
2322, e-mail williamst@6asg.army.mil, or log onto
www.hqusareur.ar my.mil/opnvsnap.htm.
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With 6th ds, | j
ith Oth ASG emergency cards, | g area support Group |
help is always at hand o balEmeielhrs
| |
By ChristieL awler 4 | Ambulance |
n idle Tuesday — nothing out of the ordi- One of the most important I 116/civ. 0711-680-116 I
A nary ever happens on dayslikethis. Sud- thjngs we know about | Fire |
denly your co-worker goes into convul- . . . | ) |
sions. What do you do? emergency situations is that | 117/civ. 0711-680-117 |
First instinct: Call 911. But wait, you'rein Ger- ; i e .
many — that’s not the right number. What isit? .leear, C(?I?CL.SE, COH.ZIS;'E?I'I I Mﬂltary Police I
Panic. Information i1s most helpfu :
Who do you call? Meanwhile, your co-worker . ing i P | 114/civ. 0711-680-114 (emergency) |
seems to be getting worse as the seconds pass. In saving lIves. | 430-5262/civ. 0711-680-5262 (other) |
Whereis that emergency card you received afew Michelle Saylor | |
months ago? Did you put it in your wallet, or attach it ; . | 1 |
to the ID badge that daily hangs around your neck? 6th ASG health promotion coordinator y | POlS(.)l‘l Control |
Or did you losetrack of it? | 486-7070/civ. 0637-186-7070 |
Tihe emergency card, which can prevent scendrios Service, the Provost Marshal’s Office and the Euro- | |
likethiswhen peopledo keep it handy, isthebrainchild ' - .
of asmall force of community members. pean Command. _ ) | Emergency Action Center |
Michelle Saylor, the 6th Area Support Group’s Everyonein this community should haveacard,” | 421-2601/civ. 0711-729-2601 |
health promotion coordinator, came up with theidea She said. Besides in a wallet or on a badge, Saylor | |
when she found “at least four different versions of ~suggests keeping the card at desks and workstations, . — — -

an emergency card.”

Saylor said some discrepancies between the ver-
sionswere" different numbers, but all werein different
fonts, in adifferent order, et cetera.

“One of the most important things we know
about emergency situations,” shesaid, “isthat clear,
concise, consistent information is most helpful in
saving lives.”

Once Saylor recognized the need for the card,
she organized atask forceincluding representatives
from the Stuttgart Health Clinic, Army Community

or near phones.

“The card includes civilian, DSN and German
phone numbers for ambulance, fire, police and poi-
son control,” she said. “ The number to the M P desk
isalso included.”

Emergency cards can be picked up in the Patch
BarracksPassand 1D officeand Army Community Ser-
vice (building 2307, second floor).

For more information call Saylor at 430-4073/
civ. 0711-680-4073.

FoORCE PROTECTION FACT

For emergency information listen to American Forces Radio:

Stuttgart: 1143 AM / 102.3 FM *

Garmisch: 1485 AM / 90.3 FM
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FORCE PROTECTION: INSTALLATION SECURITY

Army’s new Installation Access Control System
makes its debut throughout Europe

By Robert Szostek
Installation Management Agency,
Europe

The Army in Europe has begun the
registration phase for the new automated
Installation Access Control System.

This phase should last until mid-Sep-
tember, after whichindividuaswill beable
to enter U.S. basesonly with Department
of Defenseidentification cards, |ACS-pro-
duced installation passes or access ros-
ters and sign-in procedures.

Registration has been delegated to
base support battalions and area support
groups, and each has its own plans for
conducting the process.

However, some issues are the same
for al regisrants.

B Department of Defenseidentifi-
cation cardholder s need two thingsto
register:

1. A current DoD ID card. This card
can be either an older ID card or the new
Common Access Card.

2. A document that shows why the individual isin
Europe. This document can be permanent change of sta-
tion or temporary duty orders; DA Form 31 (Request and
Authority for Leave); SF 50 (Notification of Personnel Ac-
tion); or DA Form 3434 (Notification of Personnel Action
- NAF).

Registration will consist of scanning the ID card to en-
surethedataonitisstill correct and to ensureits readability.
If IACS scanners cannot read the bar code, anew card will be
required. (Thismay occur with thefirst-generation CACs, as
the back of the card was not laminated.)

ID cardholders who will leave Europe before Sept. 1 are
not required to register inthe IACS.

M L ocal national employees, contractorsor other typeof
installation access pass holders will be issued new |IACS-
produced Installation Access Passes.

Theseindividualswill need thefollowing:

1. Current installation access pass (AE Form 190-13B/C).

2. Application memorandum signed by adesignated spon-
soring official within theindividual’s organization.

3. Passport or other form of personal identification (such
as the German Personalausweis) issued by country of citi-
zenship.

4. A copy of all required background check results.

Hugh C. McBride

In addition to encountering Bundeswehr troops when entering some
U.S. posts in Europe, community members will also soon be utilizing
new “smart cards” designed to increase installation security.

Current pass holders are encouraged to contact their
sponsoring organization immediately to get application
memorandums and other important information on what
might be needed to register.

All individuals applying for an installation pass must
also register the vehiclesthey will useto enter U.S. instal-
|ations.

The license-plate number, make, model, year, body
type, color, and other details will be annotated in the ap-
plication memorandum.

September 2003 will mark the end of thetransition phase
during which both the old and the new systems are in
operation in the command. After that time, the only au-
thorized access documentsin the Army in Europe will be
DoD ID cards and |ACS-produced installation passes.

Accessrosters and sign-in procedures will still be au-
thorized.

The IACSfielding plan and more information on this
new system can be found on the IACS Web site at
www.hqusareur.ar my.mil/opnviacs/iacs.html

For more information within the 6th Area Support
Group call 430-5262/civ. 0711-680-5262

6th ASG personnel
already receiving
new ‘smart cards’

By ChristieL awler

he Common Access Card, acomponent of
the soon-to-be-implemented Installations

Access Control System, is now in distri-
bution in the 6th Area Support Group.

Several members of the Stuttgart military commu-
nity have already received the cards, and the “registra-
tion drive’ is dated to begin in March.

The drive, which is expected to run through Sep-
tember, iswhen all identification cardswill be registered
into IACS. Thisincludestheold-style ID cardsthat are
still held by family membersand retirees.

Arthur Williamson, a contract guard coordinator
with the Provost Marshal’s Office, said that the pro-
cess registers people by scanning the ID cards; the
information obtained then goes into a large database
housed in Mannheim.

Each CAC has amagnetic strip, two bar codes and
an integrated circuit chip. The magnetic strip will be
used to gain access to controlled areas.

The bar codes and computer chip will be used to
store identification, demographics and benefits in-
formation. The computer chip will also store the
class-three Public Key Infrastructure certificates that
allow cardholders to digitally sign documents such
as e-mail, encrypt information and establish secure
Internet sessions.

Whilefamily membersand retireesaren’t scheduled
to receivenew CACs, Williamson said that it isan even-
tual plan. “It’s quite afew years away,” he said.

Williamson added that family memberswho aso hold
jobs as appropriated or nonappropriated fund empl oy-
ees, contractors or AAFES employees would receive
CACswiththeir civilian rank.

Williamson estimates that everyone should expect
to have a CAC by October.

Robinson Barracks fence project
proceeds on schedule

By Jennifer Sanders

The Citizen, Feb. 25, 2003

6th Area Support Group Public Affairs Office

With the community’sinput and support, the long-
awaited fence project around Stuttgart’s Robinson
Barracksis proceeding according to plan.

A three-phased project, the Robinson Barracks
three-kilometer-long fence is due to be completed in
early September.

The project, which began Oct. 22, 2002, when con-
tractors got to work on roadway construction includ-
ing two new interior access roads, has also included
the repairing of the chain link portion of the fencelo-
cated on Auerbachstrasse in Phase 1.

Now in Phaselll, theinstallation of the new perim-
eter fence line began in late January. The steel fence,
which stands eight-feet tall, will include three access
gates for vehicles.

In addition, several pedestrian-only access gates
were added at community request.

“The project is currently ahead of schedule,” said
Jim Grady, 6th Area Support Group deputy director of
Public Works. “As long as the weather holds up, we

We are always looking for ways
to improve quality of life while
ensuring the best security possible

JimGrady
6th ASG Directorate of Public Works ’

will certainly meet our original date—if not completing
much earlier thissummer.”

Grady said that in addition to the actual construc-
tion of the fence, work will also be done on sidewalks,
parking lots and a playground near the new interior
access roads.

“But wewant to keep the residents of RB involved
in the process,” Grady said, adding that before one
shovel was scooped the 6th ASG command listened to
the concerns of community membersthrough meetings
and town halls.

“We'redtill asking residentsfor their thoughts on the
project and are always looking for ways to improve the
quality of life, whileensuring the best security possible.”
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Experts encourage
vigilance to combat

‘hacker

By Kathleen T. Rhem
American Forces Press Service

America and Irag could

lead to anincreasein global
hacking activities, the government
body dedicated to protecting the
nation’sinfrastructure warned.

“Recent experience has shown
that during a time of increased in-
ternational tension, illegal cyber
activity ... often escalates,” states
a Feb. 11 advisory issued by the
National Infrastructure Protection
Center.

Illegd activitiescanincludeWeb
defacements, denial-of-service at-
tacks and spamming.

The advisory warns the hack-
ing activity can come from other
countries that are party to the ten-
sions, can be state sponsored or
encouraged, or comefrom individu-
asor private groups.

Attacks of foreign and domes-
tic origins may arise from political
activism by those opposed to war
withIrag. They canalsosignal crimi-
nal activity masguerading as politi-
cal activism, the advisory warns.

Other hacker attacks can come
from individuals sympathetic to
the U.S. government position on
Irag, “which they view as some-
how contributing to the cause,”
the advisory states.

I ncreased tensions between

attacks’
4

During a time of
increased interna-
tional tension, illegal
cyber activity often
escalates.

National Infrastructure
Protection Center
WWW.Ni pc.gov

The Infrastructure Protection
Center urged computer and network
users to review their defenses
against hacker attacksand to bein-
creasingly vigilant in monitoring
their systems. It al'so provided alist
of “security best practices’ for com-
puter usersto follow:

B [ncrease user awareness.

m Update anti-virus software.

B Stop suspicious attachments
at the server level.

m Usefiltering softwareto maxi-
mize security.

m Establish policies and proce-
duresfor responding to attacks and
recovering data.

For more information visit the
National Infrastructure Protection
Center’s Web site at www.nipc.gov.

This article can be accessed
online at www.defenselink.mil.

ForRCE PROTECTION FACTS

www.dtra.mil

The following Web sites are but a few of the many force
protection resources available in cyberspace:

U.S. Department of State
www.state.gov
Contains information about living and traveling abroad as well as
security updates on countries and regions throughout the world.

U.S. Department of Homeland Security
www.dhs.gov
Explains the current color-coded security threat level and precau-
tions; news alerts; an overview of DHS’s mission and structure; and other
information for citizens, businesses, governments and employees.

US. Army, Europe, Automation Training Program
https://www.uatp.hqusareur.army.mil

Features an online computer-user study guide and copy of the
USAREUR computer user agreement. Also hosts the test that all must
pass before being granted network access.

USAREUR Office of the Provost Marshal
www.hqusareur.army.mil/opm/opmhome.html
Offers guidance on vehicle and firearms registration, customs, ter-
rorism prevention; provides text of regulations, pertinent links and more.

Defense Threat Reduction Agency

Links to information on combat support;
deployed military family support; technology
developments relating to weapons of mass
destruction; threat control and more.

Maria Higgins
Password security is an integral component of computer network security. Experts advise users
to never share their passwords or store them in easily accessible locations, such as beneath a
mouse pad or in an unlocked desk drawer.

Computer users responsible
for keeping network secure

By Hugh C.McBride

egardlessof one’'scomputer expertise—from
newbie to techno-wiz — anyone who has

access to amilitary computer sharesin the
responsihility of keeping the network secure.

Though both software protections and trained
professionals work around the clock to keep the
network safe, “the user is ultimately responsiblefor
what happens on his or her machine,” said Troy
Hall, chairman of the 6th Area Support Group’sAu-
tomation Working Group.

Hall said significant technological safeguards
arein place to protect the network. However, users
must ensure that they don’t compromise these ef-
forts— either intentionally or inadvertently.

For example, actions as“innocent” as using aper-
sonal digital assistant (such asaPamPilot) at work or
downloading an MP3 music file can hamper the effec-

Computer security tips

B Never share your password with anyone.

B Limit Internet access to approved, work-
related activities.

B Notify your information management officer
immediately if your machine malfunctions.

B Do not install software without permission.

tiveness of the network —and are against policy unless
done with appropriate approval.

The bottom line, Hall said, isthat computer users
need to stay aware of local policies and, if in doubt,
consult with their information management officer.

“1f you notice anything odd about your
computer’soperation,” he said, “you need to notify
your IMO immediately.”
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FORCE PROTECTION: SCHOOLS

The Citizen, Feb. 25, 2003

In Stuttgart, schools go to the mat
to keep their students safe

Officials wrestle with logistics so
students are spared disruption

By MariaHiggins

wrestling team to competein arecent

tournament in Wiesbaden, it took a
seriesof calculated maneuversasimpressive
as anything that happened during the meet.

Several weeks beforethe event, PHSAs-
sistant Principal Pat Cosby pinned down se-
curity detailswith the military police, German
Polizei, 6th Area Support Group officialsand
others. She confirmed such minutiae aswhich
route the bus would take, which parents in
attendance spoke German, and who would
have cellular telephones handy in the event
of an emergency.

“1 haveto get stringent measuresin place
if [students] go anywhere,” Cosby said.
“Their security is our utmost concern.”

As coordinator of the high school’s
force protection efforts — and of its crisis
team — Cosby goesto the mat every day to
keep all 615 students and some 50 teachers
and administrators safe, not only between
bells but during after-school and weekend
activitiesaswell.

And asthe possibility of an escalationin
the force protection condition looms, Cosby
and her team are readly.

Not that you could ever tell.

“It doesn’t look like anything’s happen-
ing, and that’s on purpose,” Cosby said. Little
fanfare accompani es beefed-up security steps
that kick in when conditions warrant.

“The best thing for the kids when we go
todifferent force protection levelsistomain-

I n order for the Patch High School

tainalevel of normalcy,” shesaid. “Weneed
to keep their [perspectives] positive.”

The safety and well-being activities that
are visible to students, such as backpack in-
spections or counseling inquiries, must walk
afineline, shesaid.

Cosby said the ideais to remind students
of what they need to do to remain safe without
triggering a skeptica sense among them of,
“OK, what kind of panicisrealy goingon?’

The school, said Cosby, gets excellent
support from the 6th ASG — especially from
Lt. Col. William Crane, who heads the Di-
rectorate of Plans, Training, Mobilization
and Security.

During regular force protection update
meetings, Cosby said, Crane supportstheno-
tion that schools need to carry on with the
least amount of disruption possible, while
continuing to be a safe place.

This means, among other things, that
Cosby and her colleagues are planning the
senior prom well before students even turn
their thoughts to dates and dresses, and
graduation ceremonies long before spring
break, even though afull season of baseball,
soccer and track must be safety-managed in
theinterim.

Having contingency plansfor such events
— establishing indoor or on-post alternatives
for outdoor or off-post locations, for instance
— is one way administrators hope to avoid
having to cancel cherished activities.

“1 can't keep all of thekidsin oneplace,”
Cosby said, “but | sure need to know where
they all are at any given moment.”

ment, Cosby said.

Experts send deployment stress packing

“Mrs. Cosby, I'man Army kid. Thisiswhat it'sall about.”

Patch High School Assistant Principal Pat Cosby has heard this more than once
from students. “Our kids are pretty tough,” she said. “They know they need to be.”

Sometimes, though, they don’t mind alittle extrahelp in being so.

In this regard, school administrators are diligent in their efforts to minimize any
emotional breachesthat may developin children whosefamilies must deal with deploy-

When deployments occur or are considered imminent, the high school’s standing

crisis team activates. As a first step, it polls teachers to learn the number of families
involved. It's not unusual for the count to include children from families in which
neither parent will be departing: Children can pick up on—and be affected by — addi-
tional stressthat parents with high-level desk jobs bring home, Cosby said.

When “the threat of deployment isthere ... [in many cases] an overall tension
level sort of permeates’ households, said Sue Schmidt, school nurse and crisis
team member.

Theresultisthat students* spiral up alittle higher,” with more of them exhibiting the
classic behaviors Schmidt and her colleagues are trained to look for: cutting classes,
clashing with peers or parents, claiming real or imagined physical symptoms, and —
most confusing to the youngsters — experiencing genuine panic attacks.

“They’ re concerned about, ‘ what's going to happen to my parents,’” Schmidt said,
“but they don’t connect that worry” to their physical discomfort. “They don’t under-
stand what’s happening to them.”

But they are generally willing to talk to adults who do.

Cosby singled out her staff’s exceptional rapport with students as an asset in times
of stress. “They take it upon themselves to be available and connect,” she said.

Schmidt said teenage students may open up more readily with a trusted adult at
school than they do with parents. But while she and others can and do assist children
with their burdens, she stressed that parental involvement iscrucia to keepingachild’'s
anxiety incheck. —MariaHiggins

Hugh C. McBride
Because of avigilant force protection program, students still have the opportunity
to enjoy extracurricular activities such as this PHS wrestling match.

For younger students, force
protection is ‘elementary’

By MariaHiggins

“Deployment,” “crisis intervention”
and “evacuation” may be big words for
little kids to learn, but 6th Area Support
Group elementary school students will be
better able to ace these uncertain times
precisely because they have been taught
about them, said Phyllis Smith, Patch El-
ementary School counselor.

Smith and fellow counselor Jan Kuenning
have been going into each firgt- through sixth-
gradeclassroom lately to conduct special les-
sons on deployment and safety.

6th ASG elementary school counselors
routinely meet every few monthswith experts
from the Army’s Child and Adolescent Psy-
chiatry Servicesdivision at Heidelberg Hos-
pital, Smith said.

During times of heightened security con-
cerns, the professionalsreview ideason main-
taining safe schools, handling stress and
helping children whose parents may be de-
ploying. “It's great that we have this exper-
tise over there,” she said.

One result of the input is that students
have practiced lock-down drills and had les-
sons on evacuation plans. The counselors
emphasize to students that “Your teacher
knows exactly what to do with you, and you
will betaken careof,” Smith said.

One teacher reassured students of their
safety by explaining “just how far away
Iragis,” Smith said. “A lot of them didn’t
know if it was just outside the gate or 20
minutes away.”

4
This is our children’s

safe haven. We want
them to come and feel
secure here.

PhyllisSmith
Patch Elementary School

“Thisisour children’ssafe haven,” Smith
said of the installation schools. “We want
them to come and feel secure here.”

Together with the teachers, who are all
members of the school’s Crisis Intervention
Team, Smith and Kuenning work to assure
children that if one of their parents is de-
ployed, it can be “apositive instead of woe-
issmeexperience,” shesaid.

Smith said thereaction from studentsand
parents has been very positive.

“The children love to be a part of the
classroom discussion, and they like the
comfort of knowing someone’sherewho'’s
checking on them,” she said.

“ Also, more parents have called and asked
usto seetheir children and make surethey’re
doing OK, which isjust great,” Smith said.
“Qur door isopen.”

To concerned parents, Smith also ex-
tended what may be the most comforting
thought: “You can see by [students'] expres-
sions —they’re proud of their parents.”
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Several options exist to belp cbzldren cope

North Dakota Sate University Extension
Release

ents and other adults play a sig-

mficant rolein helping childrenwho

are dealing with stress, said Sean

Brotherson, North Dakota State University Ex-
tension family science specialist.

“They provide an examplefor children, act
asaresourcein helping children to cope, and
give guidance and support in managing emo-
tion,” Brotherson said.

Thefollowing are avariety of strategiesthat
parents or other adults can use in helping chil-
dren to deal with stress:

m Hold the child and provide physical
comfort. Give children extrahugs, smilesand
hand-holding. Set asidetimejust to sit next to
your children, put your arm around them, or
hold them on your lap and talk with them about
their feelings.

m  Giveyour child verbal reassurance. Itis
important for children to hear messages of sup-
port. Remember to tell them often that you love
them, that everything will work out and that they
aretaken care of.

m Behonest with the child about your feel-
ings. It helps children to know that parents may share some
of their emotions. Answer your child’squestionsinasimple,
straightforward way.

Parents can help children by encouraging their expres-
sion of feelings and listening carefully to them. Ask them
to tell you if they feel scared, angry or frustrated. Help
them to realize such feelings are normal and that they can
be worked out.

m  Ask children for their ideas on how they might help
with family needs.

S

®  Read books together that involve dealing with chal-
lenges. Buy, check out or borrow booksthat show children or
families dealing with situations and overcoming them. Ask
children what they think about the characters and how they
respond. Compare to your own situation.

m  Use humor to lighten circumstances. Jokes, smiles
and laughter relieve tension, especially for children.

m Havechildren writeor tell storiesor draw pictures
about their experiences.

Children often express emotion and deal with stressful

Hugh C. McBride
Two German girls embrace after a ceremony outside Stuttgart’s Patch
Barracks in remembrance of the victims of the Sept. 11 terrorist attacks on -
the United States. Experts advise parents to play an active role in recognizing
and dealing with security-related stress in children.

situations through play or expressive behav-
ior. Ask childrento tell you astory about their
fears or hel p them to write their feelings about
it. Read it back to them and discussiit.

®m Provide materialsfor dramatic play. Of-
ten children will gain a sense of control over
difficult situations through dramatic play.
Make available props or materials they can
use to play the roles of firefighters, doctors,
nurses, construction workers, safety person-
nel or other helpers.

Help to facilitate such play as appropriate
and to give children feedback about what they
express.

m Develop aplan with children for action
to take in case of future problems or stress.
Children feel empowered if they know before-
hand what might be done to respond to a
safety concern.

Thismay include ahome evacuation drill,
knowledge of contact information for safety
expertsor simply greater understanding of po-
tential concerns.

Practice emergency procedures so that
children arefamiliar with them.

m Involve children in service activities. It
can be helpful to give children something to do
to respond to their stress.

Children benefit from feeling that they are making acon-
tribution. Find an appropriate activity that children or youth
can do to help contribute or assist with responding to the
events that took place. Perhaps they can perform a service
activity for othersin need.

The complete text of this excerpted article can be ac-
cessed online at www.ext.nodak.edu/extnews/newsrel ease/
2001/092001/12hel pin.htm.
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Criminals target travelers’
automobiles, wallets

Maria Higgins
Baseball cap, white tennis shoes, “NYC” sweatshirt —some Americans
can shout out their nationality without ever saying a word. Before
heading out the door when traveling or living abroad, ensure that
you haven't put yourself at undue risk due to your appearance.

Out n’

about?

Blend in for safety

By TheCitizen

T he current atmosphere of
heightened security should
not keep American military
members and civilians from enjoying
the sights in Europe.

For example, attending German fests
or fasching events can be fun adven-
tures that introduce Americans to their
host country.

However, certain saf ety precautions
should always be taken in order to en-
sure a safe and pleasant experience.

All individuals should exercise cau-
tion and common sense when venturing
out. The 6th Area Support Group secu-
rity office offersthefollowing guiddines:

W Maintain alow profile. Avoid be-
ing obnoxious and loud. Your conduct
and mannerisms should not attract at-
tention. Keep voiceslow.

W Don't go out in large groups.
Smaller groupsare much lesslikely to be
noticed.

W Dress to blend in — not to stand
out. Certain types of clothing (for ex-
ample, cowboy hats, white tennis shoes
and baseball caps) may identify you as
anAmerican. Try towear something more
typical of what Europeanswould wear.

W Be alert to your surroundings.
Watch for suspicious people. If you
think you are being followed, go to a
secure area (the German Polizel always
have a station at fests).

Never confront theindividua follow-
ing you, but obtain the best possible de-
scription and report it to the police.

Have fun — but stay safe

m Travel in a small group.

m Dress to blend in.

m Conceal military affiliation.
m Be alert for suspicious
individuals and situations.

m Supervise children closely.
m Limit alcohol intake.

W If possible, park your vehicleina
secured lot. Otherwise, try to park in a
well-lighted area. Parking can be anight-
mare if you visit a fest in the evening.
It'ssimpler to take public transportation.

B The possibility of children becom-
ing lost is real. If children are aong,
watch them closely and choose a meet-
ing point in case someone becomes sepa-
rated from the group.

Talk to children about what to do in
such a situation.

W Don't discussyour military affilia-
tion with strangers.

W Limit alcohol intake. Try not to
overindulge, and plan transportation
home in advance. Have a designated
driver. Thisisimportant for those who
leavetheir carsat park-and-ride stations,
too.

U.S. Department of Sate
Bureau of Consular Affairs

In many placesfrequented by tourists, includ-
ing areas of southern Europe, victimization of
motorists has been refined to an art.

Where it is a problem, U.S. embassies are
aware of it and consular officers try to work
with local authorities to warn the public about
the dangers.

In somelocations, these effortsat public avare-
ness have paid off, reducing the frequency of in-
cidents.

Carjackersand thieves operate at gas stations,
parking lots, in city traffic and along the highway.
Be suspicious of anyone who hailsyou or triesto
get your attention when you are in or near your
car.

Criminals use ingenious ploys. They may
pose as “good Samaritans,” offering help for
tires that they claim are flat or that they have
made flat. Or they may flag down a motorist,
ask for assistance and then steal the rescuer’s
luggage or car.

Usually they work in groups, with one person
carrying on the pretense while the othersrob you.

Other criminals get your attention with abuse,
either trying to drive you off the road, or causing
an “accident” by rear-ending you or creating a
“fender bender.”

In some urban areas, thieves don’'t waste time
on ploys—they simply smash car windows at traf-
fic lights, grab your valuables or your car and get
away.

In cities around the world, “ defensive driv-
ing” has come to mean more than avoiding auto
accidents; it means keeping an eye out for po-
tentially criminal pedestrians, cyclists and

In cities around the world,
“defensive driving” has
come to mean more than
avoiding auto accidents — it
means keeping an eye out
for criminal activities.

scooter riders.

Both in and out of vehicles, travelers should
avoid carrying large amounts of cash.

Also, change travelers' checks only as cur-
rency is needed — and make sure to countersign
them only in front of the person who will cash
them.

Do not flash large amounts of money when
paying a bill. Make sure your credit card is re-
turned to you after each transaction.

Deal only with authorized agents when you
exchange money, buy airline tickets or purchase
souvenirs. Do not change money on the black
market.

If your possessions are lost or stolen, report
the lossimmediately to thelocal police. (A state-
sidedriver’slicense, department store credit cards,
and other nonessential means of identification
should have been kept at home to begin with.)
Keep a copy of the police report for insurance
claimsand as an explanation of your plight. After
reporting missing itemsto the police, report losses
or theftsto the following:

m travelers checks: nearest agent of theissu-
ing company.

| credit cards: the issuing company.

W pasports nearest U.S. embassy or conulate.

home and on the road:

Before departure

®m Do not discuss travel plans in public
places; only tell those who need to know the
details (for example, one'sunit or supervisor).

m Check the U.S. State Department Web
sitefor security information on al countriesto
be visited or travelled through.

m Ensure that all doors and windows—in-
cluding those in the garage — are secure.

B Use automatic timersto turn lights, radios
andtelevisionsonand off to makeit appear asif
someoneishome.

® Unplug all unnecessary electrical
equi pment

m Ask a neighbor to keep an eye on
the home and remove mail and news-
papers.

B Ask a neighbor to
draw the curtains in the
house at night and open
them in the morning.

m Do not hideasparekey;
instead |eave onewith atrusted
neighbor.

m Use civilian addresses for
ticketsand other travel documents.

Travel safety starts at home:
Precautions thwart criminals

U.S. Army I nstallation M anagement Agency, Europe Region, Release

Staying alert and taking the following precautions can help ensure safety both at

On the road

m Never leave keys unattended.
m Never leave luggage unattended.
m Never carry packagesfor other people.
m Do not display military identification,
stickers or unit logos.
| Do not leave items of military equipment
or clothing visiblein the car.
m Conceal military-issued car passes.
m Keep a low profile, and be discreet in
revealing NATO and military affiliation.
® Do not flash large sums of money, and
do not carry documents, credit cards or un-
necessarily large sums of money.
3 m Carry valuables and bel ongings
in asecure manner.
m Check the underside of
unattended vehicles before
entering them.

m Avoid secluded aress,
poorly lighted streetsand al-
leys.

m Stay away from known
“trouble spots.”
B Bewary of pickpockets,
especialy in crowded areas.
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FoRrcE PROTECTION: HEALTH

Airman 1st Class Jason Neal

Airman 1st Class Rebecca Burgess administers the smallpox vaccine to afellow airman on Pope Air
Force Base, N.C. Service members in Europe have begun receiving the vaccine as well.

Smallpox vaccine comes to Europe

By Sgt. 1st ClassBetty Thompson
Europe Regional Medical Command

U.S. medical officialsin Europe plan to begin vacci-
nating service members against smallpox.

Thefirst to be vaccinated will be“ certain emergency
response and medical personnel as well as other desig-
nated personnel that constitute critical mission capabili-
ties,” said Cynthia Vaughan, Europe Regional Medical
Command public affairs officer.

“We certainly are convinced that there is a threat
and that we do need to protect our people,” said Lt. Col.
(Dr.) Loren Erickson, ERMC medica consultant. “Wefed
there is an obligation [to] protect our people but cer-
tainly also paramount is that we don’t hurt anybody...
So what we're going to do up front is carefully screen
people, exempting from vaccination those with certain
medical conditions which could increase their risk for
adverse reactions to the vaccine.”

The smallpox vaccine being used to immunize per-
sonnel — made from a virus called vaccinia — does not
cause the smallpox disease; rather, it protects recipients
by hel ping to build immunity. Vacciniaprovidesthe most
effective defense against smallpox but, aswith any vac-
cine, somerecipientswill havereactions.

Erickson said that first-time recipients of the vaccine
should expect three pricks on the upper arm using atwo-
pronged needle that contains a droplet of the vaccine.
Peoplewho have previously received the smallpox vac-
cine will get 15 pricks to ensure that the virus is fully
inoculated into the skin (which could still have residual
immunity). The arm pricks will cause a sore spot, and
blood droplets may form.

Normal reactionsinclude soreness, inflammation of

Smallpox resources online

www.cdc.gov/smallpox
www.vaccines.army.mil

the area, and ared spot similar to ablister formed at the
site of the vaccinations that will crust over and itch,
Ericksonsaid. “It would a so not be uncommon to expe-
rience some body aches and alow-grade fever.”

“1f you immunize amillion adultswith the smallpox
vaccine, and thisistheir first timereceiving the vaccine,
about 40 would devel op awidespread rash or skin reac-
tion,” Erickson said. “Out of that million, maybe four
would develop a swelling of the brain, which is called
encephalitis. Out of that million people, it is possible
that one or two can die.”

To prevent these reactions from occurring, Erickson
said the screening process would help to identify and
exemptindividualsat greatest risk. Thoseto be exempted
from receiving the vaccineinclude thefollowing:

m People with chronic skin conditions such as
eczemaor very bad acne, where the normal integrity
of the skin has been disrupted

m People with compromised immune systems (such
assomeoneinfected with HIV or someonereceiving che-
motherapy treatmentsfor cancer)

m Pregnant women

“WEe're going to bevery deliberate ... We' regoing to
screen carefully,” Erickson added. “This is something
that our leaders made clear: We're certainly going to
protect our people but not at the expense of having a
large number of reactions.”

Web site promotes
‘Hooah 4 Health’

By Coal. ChristineH. Inouye
U.S Army Center for Health Promotion
and Preventive Medicine

sArmy Chief of Staff Gen. Eric K. Shinseki has stated,
A “Army readiness is inextricably linked to the well-
being of our people.”

Now, to enhance that troop readiness, an Army-sponsored
comprehensive health and fitness resource is only amouse click
away at www.hooah4health.com.

“Hooah 4 Health,” or H4H, isaself-help, Web-based, interac-
tive health promotion and wellness program that hel psintegrate
theArmy’swell-being mission.

The site embraces the holistic concept of body, mind, spirit
and environment, and is supported by ateam of Army sponsors
including the Office of the Surgeon General, U.S. Army Center for
Health Promotion and Preventive Medicine, Army Reserve and
Army National Guard.

Visitors can access dozens of military and other government
healthcare sites to find vast amounts of health maintenance and
prevention educational material. I nteractive health cal culation tools
have been developed to derive Army Physica Fitness Test scores,
find target heart rates and compute body mass index.

An online food and fitness diary is scheduled to debut soon.
Thistool will allow usersto track nutrition intake and log physi-
cal activity to provide real-time feedback that supportstailoring
and monitoring individual health and wellness goals.

The H4H Challenge, a self-directed correspondence course
with quizzes, feedback mechanisms, hyperlinks and bookmarks,
allows Reserve soldiers and other military reserviststo earn re-
tirement points upon successful completion of atest.

For deploying service members and their families, a deploy-
ment globein the environment module offers information about
any region in theworld where soldiers are sent. Family members
can aso access health benefit information throughout the site,
including links to family readiness and support resources such
asTricare.

Another means of providing health promotion and fitness
information is the quarterly H4H newsl etter. The newsletter
can be downloaded and tailored with aunit’s logo to support
commandersin disseminating health and welfare information
to their soldiers.

“ Asacommander, one must be prevention driven,” said Col.
Karen Neumann, commander, 21st General Hospital, St. Louis,
Mo. “Theold cliché certainly applies: An ounce of preventionis
worth a pound of cure.”

For more information visit the Hooah 4 Health \Web site at
www.hooah4heal th.com.
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FoRCE PROTECTION: QuUiz
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Can you pass the force protection quiz?

Find out how informed you are on local, national and international issues
related to force protection and global security. (Answers, page 15 )

1. To notify military police of an emergency (via DSN phone) dial:
2911 b)123 o114 d)999

2. National Guard Task Forces Santa Fe and Keystone, which provided force protection in
the 6th ASG for the past 12 months, are based in:

a) New Mexico and North Dakota o) California and New York

b) Illinois and Pennsylvania d) Arizona and Ohio

3. Match each insignia below with the organization it symbolizes:
a) b)

i. 6th Area Support Group
ii. Installation Management Agency

iii. U.S. Army, Europe
iv. U.S. European Command

4. The local program that is similar to a stateside “Neighborhood Watch”:
a) SNAP b)SNARE ¢ DARE d) UNCLE

Section I: 6th Area Support Group

5. FP condition(s) (?) is/are designed to be maintained for an extended period of time.
a) Alpha b) Alpha, Bravo ¢) Alpha, Bravo, Charlie d) Alpha, Bravo, Charlie, Delta

6. Road conditions in the 6th ASG are categorized (from least to greatest difficulty) as:
a) red, blue, green b) yellow, orange, red  ©) green, amber, red  d) red, white, blue

7. The 6th ASG Web site can be accessed at:
a) www.6asg.army.mil ©) www.army.mil/stuttgart
b) www.stuttgart.mil d) www.stuttgart.army.mil

8. In Stuttgart, American Forces Radio can be found at:
a) 1143 AM/102.3FM  b) 1180 AM/107.7FM  ¢) 1485 AM/90.3FM  d) 999 AM/99.9FM

9. In Garmisch, American Forces Radio can be found at:
a) 1143 AM/102.3FM  b) 1180 AM/107.7FM ¢©) 1485 AM/90.3FM d) 999 AM/99.9FM

10. (T/F) Under road condition amber, military vehicles can be driven only from
installation to installation in the immediate area.

Bonus
What does ‘DPTMSstand for?

Section II: United States

1. Tom Ridge (secretary of Homeland Security) was previously governor of:
a) Ohio b) Pennsylvania ¢) Wyoming d) Illinois

2. In the United States, terror alerts are issued (from least to greatest threat) as:
a) green, blue, yellow, orange, red

b) white, yellow, orange, red, black

©) white, green, blue, red, black

d) ecru, mauve, teal, heather, espresso

3. Match each individual below with his title:

i. Chairman, Joint Chiefs of Staff
ii. Secretary of Defense

iii. Secretary of Homeland Security
iv. Chief of Staff, U.S. Army

4. If President Bush and Vice President Cheney are incapacitated, (?) would serve as president.
a) Secretary of State Colin Powell c) Speaker of the House Dennis Hastert
b) Secretary of Defense Donald Rumsfeld d) Senate Majority Leader Bill Frist

5. (? has served as a member of both Bush administrations.
a) Colin Powell b) Donald Rumsfeld ¢) Condoleeza Rice d) Madeline Albright

6. This former military leader is publicly considering running for president in 2004.
a) Colin Powell b) Wesley Clark ) John Shalikashvili d) Norman Schwarzkopf

7. “American Taliban” John Walker Lindh was sentenced to (?) for his actions in Afghanistan.
a)death b)lifein prison c¢)20yearsin prison d) restriction in a mental hospital

8. Which U.S. president also served as director of the Central Intelligence Agency?
a)John F. Kennedy b) RonaldReagan c¢) Jimmy Carter d) George Bush

9. (T/F) Secretary of State Colin Powell was previously commander of U.S. European Command.

10. (T/F) No Marine has ever served as Chairman of the Joint Chiefs of Staff.
Bonus
Donald Rumsfeld is the oldest man to serve as U.S. secretary of defense.
Who is the youngest man to hold this position?

Section III: International

1. The secretary-general of the North Atlantic Treaty Organization is:
a) Kofi Annan b) George Robertson ¢) Boutros Boutros-Ghali d) James Jones

2. Travel advisories can be found on the Internet at:
a) www.state.us.gov ¢) www.traveladvisories.com
b) www.ustravel.gov ~ d) www.beafraidbeveryafraid.com

3. Match each individual below with his title:

ili. Supreme Allied Commander, Europe
iv. U.N. Weapons Inspection Team Chief

i. U.N Secretary-General
ii. NATO Secretary-General

4. Which of the following is not a member of NATO?
a) Spain b) Sweden ©) Belgium d) Luxembourg

5. The George C. Marshall Center was founded in response to:
a) an attempted coup in the Soviet Union  ¢) the fall of the Berlin Wall
b) the massacre in Tiananmen Square d) ethnic cleansing in Yugoslavia

6. (?) currently chairs the United Nations Security Council
a) Germany b)France c¢)England d) United States

7. (?) does not share a border with Iraq
a) Kuwait b) Afghanistan ¢) Syria d)Iran

8. George W. Bush identified which nations as comprising an “axis of evil”?
a)Iraq b)Iran o) Afghanistan d) North Korea e) Pakistan f)France

9. Rudolph Giuliani has been hired as a security consultant in which country?
a)Brazil b) Venezuela  ¢)Mexico  d) El Salvador

10. (?) has never been named Time magazine’s Man of the Year?
a) Osama bin Laden b) Adolf Hitler c¢) Josef Stalin d) Nikita Kruschev

Bonus
What is the English translation of Al-Qaeda’?
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Directions

® Un-jumble the following 11 words,
then find them in the search square.
m Words in the square are forward,
backward, up, down and diagonal.

Colors of the U.S. flag:

(TEHWI)

3.
(ULEB)

U.S. military branches:

REDEREREECROFRIA
AHSFJHAHWDAHPEAH
AJXJASXVPIBEOJAJ
RKOVRNAVYKRLL IMK
MOMQMAUQTQMQ | OMW
YVEAYPYVRVYVCVYH
LMEPRBGYORLUEI L I
AFGEAI AEPSEBEQUT
BZPTBONTPSBKBRXE
GMAMAMAEUMAEAYAM
BLUEFNXNSNBFBNCN

4.
(YARM)

(RAI ORCFE)

6.
(VNYA)

(REMISAN)

Safe Neighborhood Awareness
Program (abbreviation)

rRusoPR) T T 10

(PNAS)

U.S. European Command

(abbreviation) 554th Military __ Company

(MUSOCUE)

(PEOLIC)

Force Protection Quiz Answers
Section I: 6th ASG

1.c
2.b
3. a-iii, b-,
c-ii, d-iv
4.2 *Bonus *
5.b Directorate of
6.c Plans, Training,
7.d Mobilization and Security
8.a
9.c
10.F
Section II: United States
1.b
2.a
3. a-iii, b-iv,
c-ii, d-i * Bonus *
4.c Donald Rumsfeld
¢ (1975-77, during
g‘ b Ford administration)
NG
8.d
9.F
10.T
Section III: International
1.b
2.a *Bonus *
3. a-iv, b-ii, “The Base”
c-i, d-iii
4.b Scoring
5.2 30-33: *k%kk%
6.a 27-29: kkk%k
7.b 24-26: kk%*
g- a,b,d 21-23: k%
NG .
e 18-20:%




